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Introduction
In the contemporary strategic discourse, cyberspace is
fast gaining importance as a domain of war in addition to
land, sea, air and space. States have started to
incorporate strategies and tactics to attain reliable levels
of security in this domain. Also, in recent years, certain
events have brought significant attention toward cyber
related matters. Certain major cyber-attacks have
become a matter of concern for states due to the threat
they pose to national security. Moreover, Cyber-attacks
have become important because they are a potential
foreign policy and military tool that can be added to
existing options in the arsenals of states.1 Although, for
the time being, no cyber-attack is known to have caused
death or physical damage to human beings, an evergrowing number of states around the world are preparing
for conflict in the cyber domain, and, in this context,
have been developing national doctrines, cyber-defence
strategies and defensive and offensive capabilities for
cyber-warfare.2 The cyber domain has gained prominence
as a subject of political, diplomatic, economic and
military debate, at both national and international levels.
Although terms including cyber-security, cyber-attack,
cybercrime, cyber-war and cyberterrorism have entered
the public discourse; there is no consensus yet on their
definitions, making it difficult to create a conceptual
framework in which relations and international agreements
related to cyberspace can be developed. Military forces
around the world also remain concerned about the
increasing vulnerabilities related to cyberspace and the
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internet. In this context, claims that cyberspace is the
fifth domain of warfare have led to a growing debate
about the advent of cyber-warfare.3 Although scholars
and analysts have conducted significant research on
issues related to the cyber domain, a gap still exists in
common knowledge about these terms. It is therefore
essential to have a clear concept of cyberspace and
cyber-security. This study attempts to provide an
understanding of the cyberspace and why it is being
incorporated into the realm of security studies.
The 2007 cyber-attack against the Estonian government
is an example of conflict in cyberspace. The Distributed
Denial of Service (DDoS)4 attacks against the Estonian
government led to an immobilisation of public services
in the country for three weeks. The attacks also marked
the beginning of joint efforts to address the cyberwarfare threat and to develop international norms for
conduct in cyberspace. Similarly, during the 2008
Russian–Georgian war, media and government websites
in Georgia came under attack from hackers.5 In 2010, the
‘Stuxnet’ computer worm, considered one of the most
sophisticated cyber weapon and a possible first incident
of cyber-warfare, damaged uranium enrichment
centrifuges at Iran’s Natanz nuclear site. Stuxnet was
compared to a ‘cyber missile’, aimed at destroying the
physical infrastructure of Iran’s nuclear plants.6 According
to a report by the New York Times, it was a joint USIsrael project, which destroyed roughly a fifth of Iran’s
nuclear centrifuges.7 It was a covert operation, known as
Olympic Games, and was secretly ordered by president
Obama soon after resuming office. The programme was
a continuation of the attacks started by president Bush.
In 2012, a DDoS campaign against the US financial
sector (Operation Ababil) was claimed by the group ‘Izz
ad-Din Al Qassam’, in retaliation for the Stuxnet attack.8
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Another example of an international conflict created by
issues involving cyber-security could be Edward
Snowden’s 2013 leaks, where he revealed classified
documents about the US government’s surveillance
programmes. The initial leaks were reported by the
Guardian in June 2013, based on top-secret documents
that Snowden stole from the US National Security
Agency (NSA). The Snowden leaks revealed how the
NSA, through its massive surveillance programme,
collected online data of its own citizens and also hacked
into the communication systems of foreign countries
including allies.9 The NSA accessed and collected data
through back doors into US internet companies such as
Google and Facebook with a programme called Prism.10
Snowden also revealed that the NSA was hacking
computers in Hong Kong and mainland China, including
their military systems.11 Further leaks revealed that
Britain’s intelligence agency GCHQ also aided NSA’s
surveillance programme by intercepting phone and
internet communications of foreign politicians attending
two G-20 meetings in London during 2009.12 The
GCHQ also taps fibre-optic cables to collect and store
global email messages, facebook posts, internet
histories, and calls, and then shares the data with the
NSA.13 Following these leaks, Snowden was given
asylum in Russia. While the US considers Snowden a
criminal and threat to its national security, Russia refuses
to extradite him and calls him a human rights activist.
Even as the Obama Administration accused Snowden of
espionage, both China and Russia praised his role and
decision in revealing the details of the NSA’s secret
surveillance programme.14 Following the revelations that
the NSA also spies on its own allies, former Brazilian
president, Dilma Rousseff, indefinitely postponed her
October 2013 state visit to the US.15 She expressed anger
and frustration that the NSA had intercepted her private
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communications, hacked into the state-owned Petrobras
oil company’s network and spied on Brazilians who had
their personal data stored on the networks of US’ social
media companies.
China also expressed anger towards the US following
the Snowden leaks. In a main heading on the front page
of the overseas edition of the People’s Daily, the
Chinese government said the alleged attacks by the US
on many networks in Hong Kong and China, including
those of Tsinghua University, and Chinese mobile
companies were matters of grave concern.16 The piece
also noted that the Chinese government had taken the
issue to the US government.17 The Snowden case is an
indication that China-US and Russia-US relationships
deteriorated due to cyber-security.18 Russia granted
Snowden asylum despite fierce protest from the US
government. So far, these governments have failed to
engage in substantive cooperation on issues that are
important for global cyber-security.19
Following the 2016 US presidential elections, US and
European intelligence officials raised alarms that Russia
had allegedly influenced the US elections through cyberattacks and information warfare. According to CIA
officials, hackers backed by the Russian government
broke into email servers at the Democratic National
Committee (DNC), and stole emails from senior
members of Hillary Clinton’s campaign, including
campaign chief John Podesta and Clinton herself.20 The
circumstantial evidence here is that material from the
thefts was passed along to WikiLeaks, which then posted
a selection of what it received. The Russians also hacked
the Republican National Committee and deployed a
campaign of information warfare, involving fake news
and tweets.21 Moreover, during the 2017 French
presidential elections, it was suspected that Russia
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carried out cyber-attacks to influence the presidential
elections in favour of Marine Le Pen, and against
Emmanuel Macron, by hacking e-mail servers and
campaign website of the latter.22 France also warned
Russia against meddling in the elections. Furthermore,
the intelligence chiefs of three European countries –
Germany, Sweden and the UK also raised similar
concerns about Russian attempts at electoral influence.23
Russian President, Vladimir Putin, however, dismissed
accusations of aiding US elections as unproven
“rumours” used for internal politics.24 President Putin
said, “We never interfere in other countries’ politics and
we want no one to meddle in ours.” Moreover, during a
press conference, President Putin again rejected
accusations of meddling in politics of foreign countries.
He insisted the Russian state has never been involved in
hacking and could not influence foreign elections.25
The above discussion signifies that the cyberspace has
brought in new dimensions and complexity to national
security and international relations. However, unclear
and limited understanding of the cyber domain may pose
difficulties in devising a credible cyber-security policy.
For this reason, it is imperative to understand different
concepts in the cyber domain. This study focuses on the
following questions: What is cyberspace? Is it a fifth
domain of war after land, sea, air and space? What is
cyber-security and cyber-warfare? Is viable deterrence
achievable in the cyber domain? The study is descriptive
and explanatory in nature. In order to comprehend the
relation between security and cyber affairs, understanding
the cyberspace is a requisite.

Understanding Cyberspace
In simple terms, cyberspace can be defined as a global
medium for communication and information exchange
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between computers and their human operators.26 It
provides an environment in which sending, receiving
and processing of digital signals is possible. This
environment is commonly known as the internet.
Concurrently, cyberspace is more than just the internet,
because every transaction or event which is not
happening in the real world is occurring in cyberspace.
An example would be the calculation in a single chip or
the communication between certain chips which are not
connected to the internet.27 The data or information
being processed inside a computer, and not visible to the
real world, is also a part of the cyberspace. Similarly, the
sharing of data or information through non-internet
methods, such as local networks, Wi-Fi and Bluetooth,
are also part of cyberspace.
Joseph Nye, an American political scientist, defined
Cyberspace as the “Internet of networked computers but
also intranets, cellular technologies, fibre optic cables,
and space based communications.” 28 Cyberspace refers
to not only all of the computer networks in the world but
also to everything they connect and control.29 According
to the US Department of Defence,30 “Cyberspace is a
global domain within the information environment
consisting of the interdependent network of information
technology infrastructures, including the Internet,
telecommunications networks, computer systems, and
embedded processors and controllers”. From these
definitions, it can be assumed that cyberspace is a variety
of networked systems created by connecting electronic
components using signals (electromagnetic energy) and
software. More importantly, cyberspace was created so
that people could create, store, modify, and transfer data
and information more easily and rapidly.31
Unlike the other domains of land, sea, air and space, the
cyberspace is not a physical place; it cannot be measured
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in any physical dimension. Apart from the internet,
cyberspace includes transactional networks that do things
like sending data about money flows, stock market trades,
and credit card transactions.32 In addition, there are some
networks which are Supervisory Control and Data
Acquisition (SCADA)33 systems that just allow machines
to speak to other machines: control panels communicating
with elevators, generators, etc.34 These are systems of
combined software and hardware elements that allow
industrial organisations or users to control industrial
processes. For example, controlling a machine in an
industry through a software on a computer. Thus,
cyberspace comprises billions of computers, servers,
routers, switches, fibre-optic cables, and wireless
communications that allow critical infrastructures to
work. These networked and interconnected information
systems reside simultaneously in both the physical and
virtual spaces, and within and outside of geographical
boundaries. Their users include nation-states and their
component organisational elements and communities as
well as individuals and trans-national groups who may
not be a part of any traditional organisation or national
entity. This explanation of the cyberspace implies that it
can signify commercial, economic, cultural, political and
social opportunities. Not only that, the cyberspace
remains a challenge also because it could become a
source of insecurity, instability, crime and competition.35
Malicious actors may use cyberspace for their selfish
motives. Such activities in cyberspace could be detrimental
to relations between states and could be a source of
distrust and conflict between them.
While international law has still not been defined over
the conduct in cyberspace, some analysts argue that
cyberspace is the newest and most important addition to
the global commons, which comprises four domains:
maritime, air, space, and now cyber.36 Global commons
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are environments that are beyond the jurisdiction of any
state and are open to everyone37. Outer space, maritime
and air are the international oceans and skies that do not
fall under the jurisdiction of any nation. Just like the
other global commons, cyberspace is the domain in
which continued unrestrained access can never be taken
for granted as a natural and assured right. Outer space
begins at a point above the earth where objects remain in
orbit. Cyberspace is the electromagnetic spectrum (EMS)
that enables digital processing and communications.38 The
maritime domain has been used by humans for thousands
of years, air for a century, and space for six decades.
Cyberspace is the newest yet most important of the
global commons and has been available for less than
thirty years, yet more than a quarter of the world’s
population now uses it every day, and the number
continues to expand.39 Thus, cyberspace has become the
centre of gravity for the globalised world and for nations.
Cyberspace is crucial not only for military operations but
for all aspects of national activity including economic,
financial, diplomatic, and other transactions.
Although, cyberspace is qualitatively different from the
sea, air, and space domains, yet it both overlaps and
continuously operates within all of them. It is the only
domain in which all instruments of national power –
diplomatic, informational, military, and economic – can
be concurrently exercised through the control of data and
gateways.40 Cyber-security has become a vital component
of the global security paradigm, as it is a medium which
in today’s world connects every critical infrastructure
including governance, communication, economic and
transport. It is being considered as a new medium of
warfare, where states and non-state entities could adopt
strategies and methods to inflict a cyber-war. The
cyberspace is unique because it is intangible and is able
to reach and affect other critical infrastructures.
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The Concept and Elements of Cyber-security
As discussed in the previous section, cyberspace can be
categorised as an operational space, where actions take
place by using technology to create an outcome or
achieve an objective. These outcomes can be pursued
solely in cyberspace or in and across the other
operational domains and elements of power. In this
sense, it is like any of the other four physical domains –
land, sea, air, and outer space – in which humans operate.
By this explanation, cyberspace could be viewed within
the bounds of the operational domains and elements of
power within which the national security community
operates.41
With the development of the internet as a global
infrastructure for business and as a new tool for politics,
espionage and military activities, cyber-security has
become the central topic for both national and
international security. Several characteristics help to
establish the perception of cyberspace as an inherently
insecure environment. Although cyberspace functions
like other domains, there exists uncertainty in the
evaluation of offensive and defensive capabilities of
oneself and of the adversary. Cyber-weapons are
essentially computer codes used to inflict harm,42
meaning that unlike the physical domain, the virtual
nature of malware makes it very difficult for states to
gain an accurate picture of the other’s capabilities.
Cyber-security involves protecting information and
systems from major cyber threats, including
cyberterrorism, cyber-warfare, and cyber-espionage.
Moreover, cyber-security, to counter cyber-attacks
carried out by various actors e.g. criminals, hackers or
governments, has become an important policy issue in
many states. 43 In order to develop a better understanding
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of the concept of cyber-security, the concept of cyberpower must be taken into account.

Cyber-power
The concept of cyber-power is a relatively new one. It is
the sum of strategic effects generated by cyber
operations in and from cyberspace. Daniel Kuehl, a
professor at the School of Information, Warfare and
Strategy, National Defence University, USA has given a
definition of cyber-power. According to him, “cyberpower is the ability to use cyberspace to gain advantages
and influence events in other operational environments
and across the instruments of power.”44 The strategic
purpose of cyber-power is to attain the ability to
manipulate perceptions of the strategic environment to
one’s advantage while at the same time degrading the
ability of an adversary to comprehend that same
environment.45 Cyber-power depends on the resources
that characterise the domain of the cyberspace. It is the
capability to control Information Technology (IT)
systems and networks in and through cyberspace.
According to Franklin Kramer, national security and
international affairs expert from the Atlantic Council,
“Cyber-power is the use, threatened use, or effect by the
knowledge of its potential use, of disruptive cyber-attack
capabilities by a state.”46 According to Joseph Nye,
cyber-power can be used to produce preferred outcomes
within cyberspace or it can use cyber instruments to
produce preferred outcomes in other domains outside
cyberspace.47 Accordingly, cyber-power is the sum of
both soft and hard power in the cyber domain. It can be
used to target perceptions and perspectives and at the
same time it can also inflict considerable physical
damage to critical information systems and even limit
the performance of hardware devices. Hence, the
element of information is closely related to cyber-power.
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Cyber-power also greatly impacts political and diplomatic
affairs. The world’s most prominent influence medium
remains satellite television, which is carried by systems
and networks that connect via cyberspace. Militarily,
cyber-power has been perhaps the most influential
instrument of the last two decades.48 Cyberspace and
cyber-power remain a crucial element of new concepts
and doctrines. Across the levels of conflict, from
insurgency to main-force conventional warfare, cyberpower has become an indispensable element of modern
technologically based military capability.49 Hence,
cyber-power carries the ability to integrate and generate
a combined effect of all the other elements and instruments
of power and connects them in ways that enhance all of
them.50 This means that cyber-power is the latest
technological power that connects and controls all other
elements and domains of power including conventional
and nuclear, thereby making it a necessity in the modern
world. The integration of cyber and other elements of
power has also made states more vulnerable as cyberspace
can now be used to control or inflict damage to their
ability to utilise power effectively. Employing and
exploiting cyber-power to be used in cyber-wars has
become important for states. Contemporary security
studies have now started to focus on cyber-power and
cyber warfare as an important issue area.

Defining Cyber-warfare
As with the term cyberspace, there is no universally
accepted definition of cyber-warfare. The definitions of
explanations about cyber-warfare and cyber-defence are
still widely debated, and have become an important topic
for international legal scholars, along with governments
and international organisations. Contrasting views shape
the debate regarding the legality and usage of the term
“cyber-warfare”. Experts also remain divided over the
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reality of cyber-warfare. While recognising the risks
connected to the new cyber threats and the necessity of
cyber-security, cyber-warfare, according to some experts,
is an inappropriate analogy.51 For others, although cyber
war will not replace conventional kinetic (traditional
war) operations, armies will increasingly make use of
cyber operations to support deployments.52 This signifies
the importance of the cyber domain as it could be
exploited to support war fighting in physical domains.
Since cyberspace itself could be a medium of war or it
could bolster the war fighting capabilities in other domains
of warfare, it may be a foregone conclusion that
cyberspace cannot be separated from kinetic warfare.
Currently there are differing views over what constitutes
an act of cyber-war and what the appropriate response
might be, a definition of what constitutes cyber-warfare
and whether it encompasses more than states as actors.
For example, the US Department of Defence has defined
cyber warfare as, “an armed conflict conducted in whole
or in part by cyber means. Military operations conducted
to deny an opposing force the effective use of
cyberspace systems and weapons in a conflict. It
includes cyber-attack, cyber-defence and cyber enabling
actions.”53 According to one general definition, “cyberwarfare refers to a massively coordinated digital assault
on a government by another, or by large groups of
citizens. It is the action by a nation-state to penetrate
another nation’s computers and networks for the purpose
of causing damage or disruption.”54 However, it adds
that “the term cyber-warfare may also be used to
describe attacks between corporations, from terrorist
organisations, or simply attacks by individuals or
hacktivists.”55 Following are a few definitions
encompassing cyber-attack, network attack and cyber
operations;
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According to Shane Coughlan, an expert in communication
methods and business development, “Cyber-warfare is
symmetric or asymmetric offensive and defensive digital
network activity by states or state-like actors,
encompassing danger to critical national infrastructure
and military systems. It requires a high degree of
interdependence
between
digital
networks
and
infrastructure on the part of the defender, and
technological advances on the part of the attacker. It can
be understood as a future threat rather than a present one,
and fits neatly into the paradigm of Information
Warfare.”56 According to another definition by the US
Department of Defence, cyber operations are “the
employment of cyber capabilities where the primary
purpose is to achieve military objectives or effects in or
through cyberspace.”57 A computer network attack is
defined as “actions taken through the use of computer
networks to disrupt, deny, degrade, or destroy
information resident in computers and computer
networks, or the computers and network themselves.”58
Similarly, a 2001 Congressional Research Service
Report notes that “cyber-warfare can be used to describe
various aspects of defending and attacking information
and computer networks in cyberspace, as well as
denying an adversary’s ability to do the same.”59 A later
report defined computer network attacks as “operations
to disrupt or destroy information resident in computers
and computer networks.”60 A further definition of cyberwar is “a conflict that uses hostile, illegal transactions or
attacks on computers and networks in an effort to disrupt
communications and other pieces of infrastructure as a
mechanism to inflict economic harm or upset
defences.”61 And finally, according to a recent UN
Security Council Resolution, “Cyber warfare is the use
of computers or digital means by a government or with
explicit knowledge of or approval of that government
against another state, or private property within another
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state including: intentional access, interception of data or
damage to digital and digitally controlled infrastructure.
And production and distribution of devices which can be
used to subvert domestic activity.”62
Cyber-war may be initiated by state as well as non-state
actors against any other state or party with the aim of
inflicting damage or gaining control over its cyberspace
activities. A successful cyber-war depends upon two
things: means and vulnerability. The means are the
people, tools, and cyber weapons available to the
attacker.63 The vulnerability is the extent to which the
enemy’s economy and military use the Internet and
networks in general.64 Exact cyber-war capabilities of
states remain largely unknown. However, a growing
number of states have organised cyber-war units and
ever more skilled Internet experts for combat in this
domain.65 Hence, cyber-warfare can be regarded as a real
domain which can influence other domains of warfare.
The outcome of waging a cyber-war greatly depends
upon the type of attack or offence. The combat and
defence strategy in a cyber-war also depends upon the
nature of threat or actual offence.

Cyber-attack (offence)
Cyber-war exists in the military and intelligence realm
and refers to conducting military operations based on
information-related principles. It means disrupting or
destroying information and communication systems
using cyber-weapons. It also means trying to know
everything about an adversary while keeping the
adversary from knowing much about oneself.66 Cyberwar is a conflict in virtual space with means of information
and communication technology (ICT)67 and networks.
Like other forms of warfare, cyber-war aims at influencing
the will and decision making capability of the enemy’s
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political leadership and armed forces in the theatre of
Computer Network Operations (CNO).68 CNO is
important because it provides both offensive and
defensive capabilities in a cyber war.
Three forms of Computer Network Operations can be
distinguished:69 (1) Computer Network Attack –
operations designed to disrupt, deny, degrade, or destroy
information resident in computers and computer
networks, or the computers or networks themselves; (2)
Computer Network Exploitation, which means retrieving
intelligence-grade data and information from enemy
computers by ICT means; and (3) Computer Network
Defence, which consists of all measures necessary to
protect own ICT means and infrastructures against
hostile Computer Network Attack and Computer Network
Exploitation. Thus conceptually, Computer Network
Operations cover only a narrower section of all cyberattacks. However, the potential for damage that cyberwar can inflict on national and economic security of a
state could be large.
Computer Network Attack, or the deliberate paralysation
or destruction of enemy network capabilities, is only one
of the many instruments in the domain of military
missions. While the importance of Computer Network
Attack will certainly increase in the coming years, with
regard to the state of developments in offensive cyberwar capabilities, there is still a lack of established
knowledge about Computer Network Attack capabilities
already available. According to analysts, there are also
expectations that the future will bring not only an arms
race in cyberspace, but also strategic cyber-wars.70
Conducting an information operation of strategic
significance would not be easy, although not impossible.
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Another important aspect is that uncontrollable adverse
effects in the highly networked virtual space constitute
considerable risks for an attacking state. This factor is
relevant because the states that are most likely to
develop the technological know-how for strategic cyberwar also become vulnerable due to their increased
involvement in cyberspace. Due to uncontrollable sideeffects, a cyber-war would also undermine trust in
cyberspace over the long term, with possible adverse
effects for the global economy, and for all parties
involved.71 The fact remains that no one really knows
how destructive a strategic cyber-attack in a conflict
conducted in the virtual realm would be.
If a strategic cyber-attack is less likely to be decisive,
then cyber-warfare capabilities at the operational level,
for actions against military targets during a real war,
might become more important. Operational cyber-war
capabilities may be developed because a damaging
cyber-attack may facilitate military operations, and the
capability seems relatively inexpensive. However, for
operational cyber-war to work, its targets have to be
accessible
and
offer
vulnerabilities.72
These
vulnerabilities have to be exploited in ways the attacker
finds useful.
Prediction of the effects of operational cyber-attacks is
undermined due to the complexity in carrying out these
attacks. Investigations may reveal that a particular
system has a particular vulnerability. However, predicting
what an attack can do requires knowing how the system
and its operators will respond to signs of dysfunction,
and knowing the behaviour of processes and systems
associated with the system being attacked.73 Such
operations are more likely to confuse and frustrate
operators of military systems temporarily because, due
to the increasing innovation, even the best cyber-attacks
34

Conceptualising Cyber-Security: Warfare and
Deterrence in Cyberspace

have a limited shelf life. Thus, cyber-war at the operational
level may be a support function for other elements of
warfare in facilitating a combat operation.74
Following the existence of threat of cyber-attacks, cyber
defence remains a concern for the armed forces in
cyberspace. Although, majority of attacks in the
cyberspace are against internet-connected computers,
more advanced attacks may find their way into the
network systems through other communication channels
also. Many civilian systems can also become victims of
cyber-attacks, therefore, a purely military approach to
cyber-security defence is not sufficient. The armed
forces have an important role in protecting their own
systems and in developing potential offensive capabilities.
In order to create defences for military networks, the
knowledge of defence requirements for civilian networks
is required. Although the basics are same for both,
military networks differ from civilian ones in important
ways. Hence, the armed forces must think hard as they
craft their cyber defence goals, architectures, policies,
strategies, and operations.
Aggressive actions against an IT system or network can
take two forms: cyber-attack and cyber exploitation.75 A
cyber-attack is the use of deliberate actions to alter,
disrupt, deceive, degrade, or destroy adversary IT
systems and networks or the information and programmes
resident in or transiting these systems.76 Cyber
exploitation is the use of operations to secretly obtain
information, and is conducted with the smallest possible
intervention that still allows extraction of the target
information.77 These should not disturb the normal
functioning of the systems. The best cyber exploitation
is one that a user never notices.
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Cyber-attacks and cyber exploitations are possible only
because IT systems and networks are vulnerable. Most
existing vulnerabilities are introduced accidentally
through design or implementation flaws.78 As long as
nations rely on IT systems and networks as a foundation
for military and economic power, and as long as these
are accessible from the outside, they remain vulnerable
to attacks.79 Cyber-attacks and cyber exploitation require
vulnerability, access to that vulnerability, and a payload
to be executed. The primary technical difference between
cyber-attack and cyber exploitation is in the nature of the
payload to be executed. A cyber-attack payload is
destructive whereas a cyber exploitation payload acquires
information or intelligence non-destructively. Therefore,
the nature of offence in cyber domain depends upon the
type and nature of weapon as well as the payload it carries
to be used in the cyber-attack.
Cyber-weapons
Payload is the term used to describe things that can be
done once vulnerability has been exploited. For example,
if a software agent, such as a virus, has entered a given
IT system, it can be programmed to do many things –
reproduce and retransmit it, and destroy or alter files on
the system. Payloads can have multiple programmable
capabilities. Moreover, the timing of actions can also be
varied, and if a communications channel to the adversary
is available, payloads may be remotely updated. In some
cases, the initially delivered payload consists of nothing
more than a mechanism for scanning the system to
determine its technical characteristics, and another
mechanism through which the adversary can deliver the
best software updates to further the compromise.80
Some proponents think that cyber-war will sooner or
later replace kinetic war. More frequently, cyber-war is
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presented as a new kind of war that is cheaper, cleaner,
with less or no bloodshed, and less risky for an attacker
than other forms of armed conflict. This seems to make
cyber-war more attractive. A cyber-attack like any
conventional or a nuclear attack involves weapons. In
the cyber domain, these weapons are known as cyberweapons and there are various types. The working
mechanism of cyber-weapons can be compared to
kinetic war weapons.
In the context of kinetic war and weapons used, a missile
comprises three basic elements: (1) a delivery vehicle
i.e. the rocket engine, (2) a navigations system which
tells it how to get to the target, and (3) the payload – the
components that cause harm. The same three elements
appear in the design of a cyber-weapon. There are
numerous methods of delivering cyber weapons to their
targets. Emails with malicious code embedded or
attached is one mechanism of delivery. Another is
websites that have malicious links and downloads. It can
also be done by wireless code insertion transmitted over
radio or radar frequencies.81 Hacking is a manual
delivery vehicle that allows placing the malicious
payload on a target computer, system or network.
Counterfeit hardware, software, and electronic components
can also be used as delivery vehicles. Just as the
navigation system guides a missile, it allows the
malicious payload to reach a specific point inside a
computer, system or network. System vulnerabilities are
the primary navigation systems used in cyber weapons.
Vulnerabilities in software and computer system
configurations provide entry points for the payload.
These security exposures in operating systems or other
software or applications allow for exploitation and
compromise. This enables unauthorised remote access
and control over the system.82
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Whereas, the payload of a missile is the warhead which
is packed with some type of ‘explosive,’ the payload of a
cyber weapon is usually a programme that copies
information off the computer and sends it to an external
source. It could also be a programme that is altering and
manipulating information stored on the system. Finally,
it could enable remote access so that the computer may
be controlled or directed over the Internet. A ‘bot’– a
component of a botnet83 – is a good example of a
payload that makes possible the remote use of an IT
system by an unauthorised individual or organisation.84
The three-element architecture demonstrates how
advanced and sophisticated cyber weapons have become.
The architecture creates reusability and reconfiguration
of all three components. As software or system
vulnerability is discovered, reported, and patched, that
component can be removed and replaced while the other
two components still remain viable. Not only does this
create flexibility, it also significantly increases the
productivity of cyber-weapons.
Unlike nuclear or other weapons of mass destruction,
cyber weapons and cyber-attacks require less
infrastructure, and no restricted materials or knowledge
which is in short supply. Cyber weapons have become
easier to obtain and use, much more powerful, and ever
more sophisticated. Botnets, for instance, which are used
for launching Distributed Denial of Service Attacks
(DDoS), comprise advanced remote exploitation
capabilities within as many computers as a hacker can
compromise all over the world. These well disguised
programmes have several advanced capabilities. The
characteristics of the ‘Storm’ worm, for example, a
Trojan horse spread through email, includes selftransforming i.e. It changes code to evade anti-virus;
self-defending i.e. if you try to delete it copies itself;
self-replicating i.e. it identifies and infects other
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computers; self-encrypting i.e. it can encrypt and decrypt
itself to elude signature detection; and self-masking i.e. it
changes its communications path to obstruct tracking.85
Examples of Cyber-attack (Cyber-offence)
There have been several cases of successful cyberattacks destroyed entire information systems. The vast
‘Storm’ botnet detected in 2007, running on 20 to 115
million computers, increased its capacity constantly as
more and more computers were compromised. In 2010,
there was an increase in the scale, frequency, and severity
of DDoS attack activity on the Internet. For the first time
an attack of 100 Gigabytes per second (Gbps) bandwidth
was reported.86 That represents a sharp increase in the
amount of information that is piled up on a network in
order to shut it down. In 2005, the Dutch police found a
1.5 million-node botnet.87 Estimates suggest that the
botnet could generate more instructions per second than
many of the world’s top supercomputers. With so much
power, attacks with devastating consequences can be
launched.
The 2009-2010 cyber-attacks against Iranian nuclear
facilities are also an example of a successful cyberoffence. A cyber worm called ‘Stuxnet’88 was developed
and released in a number of countries in 2009. The
damage to computer systems caused by this attack was
very minimal as compared to the damage caused in Iran.
It damaged nuclear centrifuges operated in a highlyprotected site at Natanz, in Iran. The damage sustained
within Iran to its nuclear programme was subsequently
deemed ‘substantial,’ and was thought to have put the
nuclear weapons development programme off track for
some years.89 Stuxnet is a sophisticated weapon. It
attacks and disables nuclear centrifuges that operate with
a SCADA system of the Siemens type, overriding the
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proprietary software and overloading the centrifuges.90
The latter so cleverly, that it disguises the damage in
progress from operators and overseers until it is too late
to reverse. According to estimates it had been many
months, if not years in development, with large teams of
experts and access to highly restricted and classified
information and equipment.
The above discussion signifies cyberspace as a domain
which could be used against or to damage nuclear
programmes of states, thus posing a threat to nuclear
stability. The risk of sabotage of nuclear weapons
systems exists in the cyber domain too. There is a
possibility that attackers could send or feed wrong
information into the systems and even take control of the
weapons. Different parts of nuclear weapons systems are
vulnerable and could be targeted during a cyber-attack.
The command and control systems, alert systems, launch
systems and even positioning systems could all become
potential targets.
Following examples show the importance of
cybersecurity and its implications for nuclear domain. In
2010, the U.S. Air Force lost computer communication
with 50 Minuteman nuclear ballistic missiles for one
hour, fortunately without any consequences.91 In 2012,
British researchers discovered that Chinese-manufactured
computer chips used in military weapons systems,
nuclear plants, etc., all over the world contain a secret
“backdoor” that could facilitate disabling or
reprogramming the chip remotely.92 It is possible that
such computer chips are also being used in nuclear
weapons systems which could be hacked or manipulated.
Scenarios in which alert systems are hacked and show a
massive nuclear attack by adversaries may lead to an
accidental nuclear conflict, especially in states with
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automated warning systems attached to nuclear weapons
on so-called hair-trigger alert. It is also possible that
hackers are able to manipulate the coordinates of targets
of nuclear missiles, or to hack GPS-like systems that
some missiles use to calculate their positions vis-à-vis
their targets. Currently, there is no evidence that any
state or non-state actor is able to successfully perform
such manipulations, but considering the fast
developments in the cyber arena, it might be possible in
the near future. In the worst-case scenario, these
possibilities may cause the unintended use of nuclear
weapons, or use against unintended targets. The
vulnerabilities of the nuclear weapons systems may
affect nuclear stability. Especially the deterrent value of
nuclear weapons may decrease, if potential adversaries
think they have options to manipulate these weapons
when being used. It is difficult to forecast the effects of
such decreasing nuclear deterrence. Replacing nuclear
weapons, cyber weapons may well become the most
dangerous weapons due to their ability to manipulate,
control or misuse nuclear weapons. Ultimately, this may
also lead to disarmament of nuclear weapons because
they may no longer be providing effective deterrence.
However, there is also the possibility of using greater
numbers of nuclear weapons if this is perceived as
strengthening the deterrent value to some extent.
It can be argued that cyber-war is fast becoming a reality
and that threats in the cyberspace are real, making it the
fifth domain of warfare after land, sea, air and space.
Another important aspect is the legality and conduct in
the cyber domain. Being a relatively new phenomenon,
the legality and conduct of cyber-warfare is still being
debated and efforts are being made to devise an
appropriate framework for conduct and responses in the
cyber domain.
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Law and Cyber-Warfare
International Law is struggling to address the issue of
cyber-war, both as concerns jus ad bellum (the rules
governing international armed conflict) and jus in bello
(the way in which war is waged, namely international
humanitarian law).93 Questions that need clarification
include whether existing international law also applies to
cyber operations and, if yes, under what conditions.
Written between 2009 and 2012, the Tallinn Manual
process is an effort to define norms governing cyber
warfare. The manual is the most comprehensive analysis
yet of how existing international law applies to cyberspace.
It asserts that the general principles of international law
do apply to cyberspace, including jus ad bellum and jus
in bello.94 The manual’s ninety-five rules define state
responsibility in cyber operations contrary to international
law, applying the principle of prohibition of the use of
force, the circumstances in which self-defence may be
invoked, the conduct of parties during cyber hostilities,
etc. It asserts that “an international armed conflict exists
whenever there are hostilities, which may include or be
limited to cyber operations occurring between two states
or more’, and that ‘cyber operations alone might have
the potential to cross the threshold of international armed
conflict.’95 The manual stipulates that a cyber operation
can be retaliated against in self-defence, only if the
conditions of a cyber armed attack (‘use of force’ resulting
in serious physical injury and damage) are being met.96
These rules remain open to interpretation, to the evolution
of technology and cyber capabilities, as well as to
criticism.
Cyber-attack as a mode of conflict raises many operational
issues and, due to its inherent ambiguities, other problems
as well. Foremost among these is the ‘use of force’ and
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‘act of war’ dilemma.97 There is also the problem of
deterrence in cyberspace that is affecting retaliation, preemption, and conflict escalation. Following all the
discussion and definitions of cyber-attacks, it can be
argued that not every bad thing that happens in
cyberspace and on the internet is war or attack. War is
the use of force to cause damage, destruction or casualties
for political effect by states or groups.98 A cyber-attack
may be an act intended to cause damage or destruction.
Hence, there is a grey area that consists of disruption of
data and services below the level of use of force. The
threshold should be high for calling a disruptive activity
an act of war or an attack. An act of war involves the use
of force for political purposes by or against a state.99
Force involves violence or intimidation by the threat of
use of force. If there is no violence, it is not an attack. If
there is no threat of violence, it is not the use of force.
And here too is a grey area consisting of covert
activities. However, if an attacker wants a cyber exploit
to remain undetected, and if the exploit does not inflict
physical damage or destruction, it is not intimidation, not
the use of force, neither is it an attack.
The rules of armed conflict that guide traditional wars are
derived from international treaties, such as the Geneva
Conventions, International Humanitarian Law, and
practices that nations consider customary international
law. Among them is the UN Charter that was designed,
in essence, to avoid war.100 Article 2(4) of the Charter
demands that nations “refrain in their international
relations from the threat or use of force against the
territorial integrity or political independence of any
state.”101 Despite reference to territorial integrity and
political independence, it is now widely understood that
the prohibition applies to any use of force not otherwise
permitted by the terms of the Charter. It sanctions only two
exceptions to this prohibition on the use of force: (1) when
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the UN Security Council authorises force, and (2) when
a nation acts in self-defence. Article 51 says that nothing
in the Charter shall “impair the inherent right of
individual or collective self-defence if an armed conflict
occurs” against a UN Member. Though International
Humanitarian Law does not specifically mention cyber
operations, the absence of specific references to cyberwar does not mean that cyber operations are not subject
to the rules of international law. The essence of an armed
operation is the causation or risk of death or injury to
persons and damage to or destruction of property and
other tangible objects.102 If the means and methods of
cyber-war produce the same effects in the real world as
conventional weapons, such as destruction, disruption,
damage, injury or death, they would be governed by the
same rules as conventional weapons.
Of all the legal issues regarding cyber-war, the issue of
when a cyber event amounts to an act of war is most
important.103 The threshold for considering a cyber
incident as the use of force is the most important debate
in cyber-war. The right of self-defence is triggered by
the use of force. Therefore, the question of the threshold
between an act that justifies the use of force and an act
that does not becomes central in cyber-war. When cyberattacks are persistent and insidious, they could arguably
pose a risk to national security if they are detrimental to
industry and society as a whole; consequently affecting
the security and stability of a state.104 However, only
large scale cyber-attacks on critical infrastructures that
result in significant physical damage or human losses
comparable to those of an armed attack with conventional
weapons would entitle the victim state to invoke selfdefence under Article 51 of the UN Charter.105 While
Article 2 prohibits all threats, and uses of force, Article
51 allows the use of force only in response to an armed
attack. However, not all uses of force qualify as armed
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attacks which are a prerequisite to an armed response.
Thus, a nation may become victim of cyber force being
applied against it but may not respond in kind because
the force it suffered did not amount to an armed attack.
There is consensus based on international practice that
propaganda, harassment, hacktivism, and crime do not
justify the use of force in response. Other areas remain
less clear however. For example, activities like intelligence
collection or cyber probe are usually not considered
sufficient
justification.
Non-destructive
computer
methodologies employed for cyber espionage may
violate the domestic law of the victim nation-state but
are not contrary to international law.106 However,
intelligence collection that involves the theft of terabytes
of classified information – as happened with the attacks
on the US Department of Defence and the US Central
Command in 2008, leaving behind great damage – may
eventually be interpreted as an act of war.107 Ultimately,
however, the decision about whether something is an act
of war is a political one.108
Violation of sovereignty is an equally imprecise guide
for deciding what an act of war in cyberspace is. Spies,
criminals, and hackers routinely send packets across
borders with malicious intent. These activities are
violations of sovereignty, but individually, they do not
qualify as acts of war. Inserting spies, whether physically
or digitally, would not generally be regarded as a use of
force justifying a forceful response. It could be argued
that massive and repeated violations of sovereignty by
cyber intrusions could be interpreted as acts of war.
However, it would be essential for the target nation to
first notify the attacker that further intrusions would be
regarded as an act of war. The failure of a nation to make
such a notification or complaint in the face of massive
cyber intrusions over the last decade means that the
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opportunity has been missed to define such a threshold
or constraint in cyber conflict.109
Most international agreements and practices of nationstates that comprise the law of armed conflict predate the
cyber era. There is an urgent need for seeking
international consensus, not only on the right to response
by the military, but also on rules of engagement for
cyber-war, including how nations might use privatesector networks to reroute traffic and shut down attacks.
While many legal tools for dealing with coordinated
attacks already exist, nations need to develop policies to
allow countermeasures, such as mutual aid agreements
and cyber-security policies, and, foremost, for governance
of cyber-war.
A defined and agreed international framework for the
conduct in cyberspace is yet to be established. Even if a
framework is created, it may not be enough to
discourage perpetrators from conducting offences in the
cyber domain. Therefore, states and organisations are
concerned regarding security and defences against cyber
threats and cyber-war leading to the concept of deterrence
in cyber domain.

Threat Perception and Deterrence in Cyberspace
(Cyber-defence)
Deterrence theory, to achieve restraint from attacks, is
considered an important concept. Contemporary security
studies acknowledge that limiting deterrence theory to
the military, and more specifically the nuclear, domain is
not viable.110 In line with this, various authors have
discussed the extent to which deterrence theory is
applicable to cyberspace.
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Threat perception plays a central role in developing an
effective national strategy and for the purpose of
applying deterrence theory. Understanding a country’s or
an organisation’s threat assessment is crucial to
understanding its strategic response. Thus, the nature of
a threat, threat agents, the technical means used and the
potential target are important. The European Network
and Information Security Agency (ENISA), has
identified six threat agents in national strategies,
including corporations, cybercriminals, employees,
hacktivists, nation states and terrorists.111
The traditional strategy of deterrence gained importance
in the Cold War model of Mutually Assured Destruction
(MAD) where any nuclear attack would be met with a
counter nuclear strike that would also destroy the
aggressor. Some scholars have tried to apply the same
theoretical framework to cyberspace. Nuclear deterrence
is directed primarily at nation states and, by extension,
state-sponsored terrorists. It relies primarily on retaliation
or punishment. However, nuclear deterrence also
depends on restricting states that have nuclear arsenals
and the spread of the knowledge and materials required
to develop the weapons, sometimes called “deterrence
by denial.”112 This in turn is supported by the
establishment of international norms and agreements that
limit the acquisition and use of nuclear technologies,
such as the Nuclear Non-Proliferation Treaty of 1968.
Scholars including Joseph Nye have even suggested an
arms control framework for the cyberspace.113
The problem with cyber deterrence however is that it
does not work as well as nuclear deterrence, because
cyberspace poses certain limitations. The power of
nuclear weapons compelled states towards achieving
deterrence – a strategy in which the purpose of armies
shifted from winning wars to preventing them. Cyber47
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attacks are different as they are a means to a wide variety
of political and military ends, many of which can have
serious implications for national security. For example,
computer hacking can be used to steal offensive weapons
technologies, including weapons of mass destruction
technology. Or it could be used to render adversary
defences inoperable during a conventional military
attack.114 As long as secure passive cyber defence is
impossible, deterrence seems the only feasible path.
Attempting proactively to deter cyber-attacks may
become an essential part of a country’s national strategy.
However, deterrence is pointless without attribution.
Attribution means knowing who is attacking you, and
being able to respond appropriately against the actual
place that the attack is originating from.115
Attribution as it relates to cyber warfare is also defined
as “determining the identity or location of an attacker or
an attacker’s intermediary.”116 In the case of a cyberattack, an attacker’s identity may be a name or an
account number, and a location may be a physical
address or a virtual location such as an IP address.117 But
if retaliation does not hit the attacker, he will not be
deterred. And it is of legal importance as well.
Retaliation against the wrong actor is unjust and a crime.
Thus, attribution is a necessary condition for the law of
war to be applied. An attacker needs to be identified and
in order for it to be an armed attack and not just a
criminal act, the attacker has to be a state actor or those
acting on behalf of a state.
At the level of the nation-state, there are two possible
deterrence strategies: denial and punishment. Both have
three basic requirements: capability, communication, and
credibility. But in cyberspace, both strategies suffer from
a lack of credibility. Denial is unlikely to work due to
the ease with which cyber-attack technology can be
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acquired, the immaturity of international legal frameworks,
the absence of an inspection regime, and the perception
that cyber-attacks are not dangerous enough to merit
deterrence in the first place. Punishment is a real option,
but this strategy also lacks credibility due to the daunting
challenges of cyber-attack attribution and asymmetry. At
a minimum, attribution must improve before a cyber
attacker may feel deterred. The literature on cyber
deterrence reveals many challenges to this concept.118
These include the: difficulty of attributing cyber-attacks
to their perpetrators; ease of acquiring cyber weapons
and conducting cyber-attacks; broad scope of state and
non-state actors who engage in cyber-attacks that can be
for many reasons and against both state and non-state
targets; short shelf life of many cyber-weapons; difficulty
of establishing thresholds and red lines for cyber
aggression; difficulty of setting and enforcing
international norms regarding cyber conduct; challenges
associated with avoiding escalation. How to deter a
cyber-attack thus remains an important question that
needs to be answered.
Achieving Viable Deterrence in Cyberspace
The efficacy of cyber deterrence relies on the ability to
impose or raise costs, and to deny or lower benefits
related to cyber-attack in a state’s decision-making
calculus. Credible cyber deterrence is equally dependent
on a state’s willingness to use its abilities, and a potential
aggressor’s awareness that these abilities, and the will to
use them, exists.119
For cyber deterrence to really work effectively, it will
have to consist of a comprehensive scheme of offensive
and defensive cyber capabilities, supported by a strong
international legal framework. Offensive capabilities are
the primary tools to impose or raise the costs in
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deterrence because they provide a state the means and
ways for retaliation, and enhance the perceived
probability that aggressors would pay for their actions.
Defensive capabilities play an equally important role in
deterring cyber-attacks. Not only do they ensure that
essential services and society functions continue
unhindered, they also deny or lower the benefits an
attacker may obtain via cyber-attacks. Defensive cyber
capabilities increase a state’s resistance to attacks,
reduce the consequences, enable the state to strengthen
the security of potential targets, and limit or eliminate an
aggressor’s ability to threaten the state through cyberspace.
Ultimately, they reduce the probability of success that an
aggressor will achieve his goals.
Apart from offensive and defensive capabilities, a strong
international legal framework that addresses cyber
aggression is the most critical component of a
comprehensive approach to deterrence. International law
and norms are fundamental to deterrence because states
share an interest in adopting common standards for the
conduct of international transactions, and in promoting
or banning specific kinds of behaviour by states.120
Multilateral agreements provide the most efficient way
of realising these shared interests. The common
acceptance of norms makes state behaviour more
predictable, which leads states to insist on respect for
specific norms of conduct by those who violate the
code.121
In this way, international law builds the framework that
guides how and when states employ offensive and
defensive cyber capabilities, and forms the foundation
for cyber deterrence. It adds to punitive actions and
amplifies the costs of cyber-attack by generating a negative
response from the international community. Moreover,
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international law also provides a measure of protection
to states that lack defensive and offensive capabilities.
There is currently “no binding international law on
cyber-security expressing the common will of
countries.”122 In fact, the lack of international norms to
govern state behaviour in cyberspace has led to a gap
that could be exploited by aggressive states.123 For
example, in response to the accusations of statesponsored cyber-war against Estonia, the head of the
Russian Military Forecasting Centre stated that “the
attacks against Estonia had not violated any international
agreements because no such agreements exist,” suggesting
that even if Russia’s involvement could be proven,
Estonia’s diplomatic options for retaliation remained
limited.124
The problem with cyber deterrence is that the cyber
domain is still evolving. In order to practice deterrence,
relevant information is lacking including the kind of
damage a potential attacker would consider unacceptable.
Moreover there is secrecy surrounding existing cyberattack capabilities and their survivability for purposes of
retaliation.125 The US, China, and Russia are widely
perceived to have the best capabilities, but very little is
known about how they would respond to a major attack.126
Thus, discussions about how a conflict would develop,
and what it would take to deter, remain assumptions.
Another related issue is the fact that states cannot disarm
cyber attackers by conducting counter cyber-attacks, and
escalation cannot be avoided. In cyberspace, hackers
with hidden identities could be anywhere. This means
that a fight that begins in cyberspace may result in spillover into the real world, possibly with serious
consequences.”127 Responses to cyber-attacks must
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weigh many factors since ambiguity in cyberspace can
be used as an advantage in the event of a cyber-war.

Conclusion
Cyberspace is different from traditional domains of
warfare, yet it shares many of the same characteristics as
other domains. Significantly, all are domains of human
practice, characterised by a wide range of activities by
both state and non-state actors. Some of these activities
are hard to attribute. Cyber-weapons are easily and
widely available and at a relatively lesser cost and are
also different in the effects they produce.
Cyber-power, in military terms, has been the most
influential instrument of the past two decades. Both
cyber-power and cyberspace remain at the centre of new
concepts and doctrines of war. Across various levels of
conflict, ranging from insurgency to main-force
conventional warfare, cyber-power has become an
indispensable element of modern technology-based
military capability.
Cyber threats pose critical national and economic
security concerns due to the rapid advances in, and
increasing
dependency
on,
Information
and
Communications Technology (ICT) that has been
attached to the aspects of modern society. Data
collection, processing, storage, and transmission
capabilities are widely growing, and mobile, wireless,
and cloud computing bring the full power of the
globally-connected Internet to personal devices and
critical infrastructures. The impact of this evolution can
be seen not only in the increasing scope of cybersecurity incidents, but also in the expanding range of
actors and targets. Sophistication of computer network
operations by both state and non-state actors has
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increased in the last years. However, not all such cybersecurity incidents qualify as cyber-attacks.
The availability of cyber-attack technologies for national
purposes greatly expands the range of options available
to national policymakers. However, it also means that
their use may sometimes result in unanticipated and
unintended consequences. It can be argued that cyberwarfare is a reality and cyber-attacks pose serious
security challenges to the states. Since cyberspace is
such a rich domain, a more focused approach is required
for deterrence in cyberspace, as has been followed in
traditional domains of warfare. This could be achieved
by employing both defensive and offensive capabilities.
Besides these capabilities, a comprehensive approach to
deterrence would include a strong international legal
framework that addresses cyber aggression and defines
laws for conduct in cyberspace.
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